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ACAR

Al

API
ASYCUDA
CamDX
CamDigiKey
CFRSMC

CGMC

COBIT
DEBC

DMFAS
DPI
EFI
EFPC

FMIS

GDB
GDCE

GDDE
GDIA
GDICDM

GDR

GDNT
GDP

§56R6NHINE
SWHRIAANIS SWwj Sheis Al (Accounting and Auditing Regulator )
UM eIyjREH (Artificial Intelligence )
a1 sayisAyTEAn]§1 (Application Programming Interface )
wisaiwivtinydsSWAW (Automated System for Customs Data)
PR aydgSwayth (Cambodia Data Exchange )
@mm@ﬁhﬁﬁmg}n ﬂlﬂﬁﬁﬁuszuumnﬁm (Cambodia Digital Key )
AMN: AN EMIAUARTO SINJ]&ULH& nHm (Cambodia Food Reserve

System Management Commission )
ARN:AYMITAUARIYAMANEAYAYTH (Commercial Gambling
Management Commission of Cambodlia )

Control Objectives for Information and Related Technologies
ann:agiminag Ay ShgiRgaion (Digital Economy and Business
Committee)

WwASEUERTaNm Shimat U11nig (Debt Management and Financial
Analysis System) ‘

NG UES RS UAN@IAN: (Digital Public Infrastructure )

fopansieugAg Shuiimig (Economics and Finance Institute )

ARNAYRMIMUSIINOWINEAG SRU1IMIR (Economic and Financial
Policy Committee) |

WwisuigaignAfN SuUMIALRRTTIIMIFA@IAN: (Financial
Management Information System) ‘

HASIWARNSTIM (General Department of Budget)

HASIWANSAW §hi‘§ﬂﬁiﬁ§‘ﬁfﬂ (General Department of Customs and

Excise)

al

HASIWARNSIVEARGERGN (General Department of Digital Economy )
HASIWARSisHAYl {RA% (General Department of Internal Audit)

-&a:‘-

HASIWAMSUNURUAMIHSINE SH{AUFRUANN (General
Department of International Cooperation and Debt Management)
HEQUWARN SIM W R UG MU waniainiaAig]S (General
Department of Resettlement)

HASIWANSIAQIAMIME (General Department of National Treasury )
HASIWANSIMUSIUNTIW (General Department of Policy )
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GDPFMIT

GDPP

GDPPP

GDSNAF

GDSNR

GDT

GID

GS

GSC

GS-FSA

IRC

LC-MEF

NCPEC

NPCA
NRMIS

NSPC
OBR

RPR

SARMIS

SERC

SNEC
SOC

HASWWAN SUIGATSN AN S{AU{ARUTIIRANMIAN: (General Department
ofPubm:FmandaIManagaﬂenthﬂonnaﬂoﬁTéchnmogy)
HASIWARMSGAYANMINN: (General Department of Public
Procurement)

HEWAN SMNTIRAMNIEY SURARS (General Department of Public
Private Partnership)

HAIWARNSUIIMIAI MU AMYME (General Department of Sub-
NaﬁonalAdnﬂnBﬂaﬁonlﬁnance)

HaWANS{ENuYRE Shbanudsiusanifing (General Department
of State Property and Non-Tax Revenue)

HASIWAR SNSRI (General Department of Taxation )

Hgﬂﬁfﬂ@ns (General Inspectorate Department)

H;ﬁ‘immﬁfﬂizﬂs (General Secretariat)
ann:agimitasiminin e miAsERUIImigA@InN: (Steering
Committee of the Public Financial Management Re]lorm)

HauaRMI sMhanuhutliminSsiusuImi (General Secretariat -
Non-Bank Financial Service Authorilty)

SWaAIm QINUIRAYM (Insurance Regulator of Cambodia )

mﬁ[ﬁﬁﬁ §5‘ﬁ§ ( Leé]al Council — Ministry of Economy and Finance)
ANNANRMITAROAMNIURAGAYM (National Committee of
Productive Economy of Cambodia) |

§@ﬁﬁﬁfﬂﬁm£ﬂﬁf}ﬂmw (National Payment Certification Agency)
whsutgAignAAnSpUERGANEsisannfiing (Non-tax Revenue
Management Information System)

LﬁULﬁﬁﬁfﬂﬁﬁﬁ MifdRY (National Social Protection Council )
whsgudmiingmuuisuionienifms (Online Business
Registration)

SWnnnBingHoUSia SHUGN (Real Estate Business and Pawnshop
Regulator) |

Luﬁgm'gﬁ?gﬁ a9 SLﬁﬁLﬁhUrﬁ ﬁﬂﬁﬁﬁnén[ﬁ NjEIYIATYE (State Asset
Register Management Information System )

§U3’ﬁﬁiquLﬁﬁ§fn ( Securities and Exchange Regulator of Cambodia )
ZQHLﬁULfiﬁ‘pmjéﬁgfﬂﬁ (Supreme National Economic Council)
BRIBAN mmﬁuﬁmwgﬁqa ( Security Operation Center)
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SSR Suianiu§ 2Ry (Social Security Regulator )
TR SWARIUIGSMUAG (Trust Regulator)
TSC BRIBAN NUAN:EIAGT 18I~ (Techo Startup Center)
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. quninhing Swwuidimar:

UserTesting? (i Umijpnipnifiug fianagnidimas
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Material Design: M{UIMUMINNIANSIMIG3jnsunimn
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2UNIYS M. IMNuMIANUNUMIHAIgAYTE g
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. uUthathe(wh RESTII ¢ HSIgMUIMUMIAN REST phmiuia APL IR RSMS
NSHAS WA tywEhmndima HTTP Methods IS RELOE
. mufAions tsﬁmmmsmmﬁjmUtntLUmthPILnﬁLUmesﬁmanmmLUufuLmU
MR aYns: 1G)ashRtsnsEns API iumEﬂSLﬁﬂU whnaiagpiosiima mi
matueainniis: Mom Al URT IS AP yf ARAISIAY Header
L {TINE wEUSfDnﬁﬂﬁﬂﬂSﬂﬂﬁtﬂUiLUme APl sifimanyli §om
Swagger U Postman inifly Tuﬁj%ﬁnﬁnfgjngfumuwmm APIs MSINW{H U
. ﬁjsmﬁtﬂm:% tLGmeJtM"mnfﬁmmsriﬁs"w[;ﬁﬁpé Supupinumodnmy
e yagmmighg, iavnuvics: tu&fjnmnhqjunntughs SﬁLU’WsmUanLH
Yl (2. Kebab-case U CamelCase) {{HNU[AU API e IuHJUiﬁsmmuﬂmﬂﬂm
Shinwiyuis§9
. WhHHRRYE MIMI AP tmmtmmmmsmmm:’j”_‘ Tyl §GMh OAuth? U JWT
(JSON Web Tokens) tifiy 4 T anjag #iinis: jumsiginigmn iwwistagaiimes
s GdimatinmeiRumoguishBimaEsms APL MsY
. mithAnEagidssifima: mithAnBadssiime APLiS: Shgwmient APT fimi
ifmadsipvgindsubunond
. m:Lﬁt'JLﬁmsimmmsu : muiRasiaghiaRuptugnSyws Afothannmied
Hadime tﬁUJuﬁﬂUm%]mSUﬁmmm WU MIFAEUATA gugn
9129 MImwmINAuE RN USRI NSGRAME MEGWRLEARA AR
mis et SIS yaginusdithiys
. mtmﬁmﬁmf{f Shic e
A, imuminh: m3jossimihadpfimaipavshwmais Samidsapasuigaien
Ahmns yagituavihwpdemn murw:mivhicauTansuAig] (Development Environments )
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. fwptiny Shmmuthsmihatihime: o asingliawipidywissyom
Jenkins, GitHub Actions §4 GitLab CI/CD thifis iEdjasfgruminihAadinhimiuigis:
Fmsinmwiygn Nwmavgwsifnwghitumoifians iBasthifihwing
i fispitigiugingiiE 6t Grafana, ELK Stack, New Relic, Datadog 83 Prometheus
mify g muthsgimiidhimuuaipas, fhfvgmasings swiwmosgumsmigs
b inSaERE
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. MIUIAA Container ¢ iaTWvtAAYIGMIMATIAhIMIUAS, minfaiaumn Shmi
(pupnngliiRuichimigueh Container tﬁajmmmmﬁﬁmﬁmsmsghmi
mAdpimansplgmn iWwhihimimsyd AgliuptpoEl  wosivy
Container 818G Kubernetes, Docker Swam §8 OpensShift ifiy

. miptEhAinn famughens i siudsiatEainn (§omh cit) iBgjptak
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9. Utgﬁ?‘&‘mﬁ ﬁj'[jmt'f MiHAG] (Development Tech Stack)
o IBANNEATSIY (Server Side): AiRliuigAlen yauaANiB i AT
HAlgJUASiRAIMIMW (Backend) 9

QAUNS

uAvimi

(Platform /
0S)

MBI
('Scripting)

MmN fTidt
Ayl
( Programming
Language)

ufingndgsw
(Database)

sy
ainUAYia
( Application

Server)

taisiy
Uy
(Web Server)

. ignagAndMas (Client Side)s wittiuigaien yauAIanit nsdimes
RN UHATUASIRAIMYS (Frontend ), AYIRGIASE, YAYIAIM Desktop 9
ignaktasiy ignahgRdim e
, Desktop
) ) Mobile )
Linux, Windows Web o (Windows,
(Android/iOS) _
Linux, macOS)
_ PowerShell,
JavaScript, _
Shell, Python, ) JavaScript, Shell,
TypeScript, _ _
Ruby, Perl , Dart, Kotlin AppleScript,
VBScript
Python, Batch
Java, JavaScript, , .
JavaScript, Java, Kotlin, C#, Java,
C#, Python, PHP, , .
TypeScript Swift, Dart Python
Ruby, Go
PostgreSQL,
MySQL, MongoDB, SQLite, MySQL,
Core Data,
Oracle, MS-SQL WebStorage saLit PostgreSQL,
ite
Server, IBM DB2, MS-SQL Server
Redis
Node.js, Tomcat,
Jetty, WildFly,
GlassFish,
Wapper service,
NSSM
Node.js, Nginx,
Apache, Tomcat,
Jetty, WildFly, -
GlassFish,
Microsoft IIS,




qUEs ¢. UigRignEnARIchimIY

[#]3]

Framework

MIAUAY
Package

URION

NUHATY]
(Build Tools)

Webservice /

API Tools

Libraries

SMS Provider

QUAINN
o UmI
HAig|
( Development

Tools)

Oracle Web Logic,
IBM PAW, Tomcat

Spring, .NET,
ExpresslJS,
_ AngularJs, .NET, Electron,
NestJS, Django, Flutter,
ReactJS, Vuels, _ JavaFX, Qt,
Flask, Laravel, React-native _
_ NuxtJS, NextJS Avalonia
Koa.js, Ruby on
Rails, Node, Odoo
. pub, pod,
pip, mvn, Homebrew,
CocoaPods,
Composer, Nexus, _ Chocolatey,
npm, Yarn, Bower | Gradle, Swift
Bundler, Conan, npm, Yarn,
_ Package
Jfrog Artifactory NuGet
Manager
Gradle, MSBuild,
Maven, Gradle, Webpack, Gulp,
) XCode, CMake, Xcode,
MSBuild, Rake Grunt, Parcel
Carthage Gradle, Bazel
Rest-API, JSON,
gRPC, Postman,
Swagger, CURL,
SOAP UI
Retrofit,
, Alamcofire, _
PyJWT, Gson, jQuery, Bootstrap, _ WinForms, GTK,
) Firebase,
Lodash, Requests Axios, Lodash ) Newtonsoft.Json
Glide, Realm,
Provider, Dio
OneSignal,
Nomsa.gov.kh,
Plasgate,
MekongSMS
IntelliJ, VS Code, Xcode,
Eclipse, Spring IntelliJ, Netbeans, Andriod
Tool Suite, Maven, VS Code Studio, VS
Gradle, etc. Code
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V. Utgﬁ?i}mﬁ ﬁJLB’]ﬁLUﬁUﬁ SUMYS (Operation/Monitoring Tech Stack)

f

Category Tools & Technologies

MI{AU{AAAR (Source Control )

GitHub, GitLab, Bitbucket, Subversion (SVN)

NIoWEShAR
(Infrastructure as Code)

Terraform, Pulumi, Ansible, Vagrant

Automation & Configuration

Ansible, Chef, OpenStack, Puppet, Terraform, SaltStack,
Consul

Jenkins, GitHub Actions, GitLab CI/CD, Travis CI, CircleClI,

CI/CD , .

Argo CD, Spinnaker, Helm, Maven, Git, JFrog
Container  Orchestraton & | Docker, Kubernetes, OpenShift, Rancher, Nomad,
Management Portainer

tajs88n (Virtual Machines)

Proxmox, VMware vSphere, VirtualBox, Oracle OVM,
Nutanix AHV

mimyihs, miﬁﬁmeanI
iiimes, mmwminh  Shm
imamigusiime
(Monitoring, Logging, Reporting
& Log Analytics)

ELK  Stack Kibana ),
ZooKeeper, Fluentd, Prometheus, Grafana, New Relic,
Loggly, Sentry, Dynatrace,
FortiSIEM, Panorama

(Elasticsearch,  Logstash,

AppDynamics, Splunk,

giimn,  MIARNAHFIENAN
ShHgIEMN

MEF's Security Operations Center (SoC), Web

Application Firewall (WAF), Docker Image Scanner

('Security, Identity & _
] (Snyk, ...), Cloudflare, OpenVPN, HashiCorp Vault

Compliance)
MIAU{AR2UIRING _ . S

] TheHive Project, OpsGenie, Jira, Clickup,
(Incident Management)
f'ﬂﬁf:itﬁfg Junit, JMeter, pytest, Mocha, Selenium, Cypress, TestNG,
(Testing) Cucumber, Postman, K6
mImEhsAta _ ,

B Sentry, Firebase Crashlytics

(Error Tracking )
ﬁ'ﬁﬁfﬁ SSL Let's Encrypt, Certbot, DigiCert, Comodo SSL, GlobalSign,
('SSL Provider) SSL2buy, Entrust

Message Queue

Kafka, RabbitMQ, ActiveMQ, IBM MQ, TIBCO EMS

miLﬁﬁLﬁh‘ﬁtLﬁlﬂ Shauninn
( Project Management & Tools)

Agile, Scrum and Kanban

Confluence, JIRA, ClickUp, Asana Notion, Trello

nuganiyusayudsugaienfanspativgi Savimia
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) o

QUAINN WU SS Wil
( Big Data Tools)

Apache Spark, Hadoop, Python, R, Apache Kafka, Apache
Flink, Dask

UAIANTATTARATON
(Computer Version Tools)

OpenCV, TensorFlow, CUDA, MATLAB, DeepFace, YOLO,
Keras, ML Kit

uAAN T GTEN AN
§sSwugndyRgn
(Data Science / Al Tools)

TensorFlow, R, Pandas, NumPy, Keras, Scikit-learn,
PyTorch, MATLAB

Fisyulwaymanias
(Khmer NLP)

e Frameworks: Django, FastAPI, Flask,

e Servers (ASGI/WSGI): Uvicorn, Gunicorn,
Hypercorn,

¢ Machine Learning Frameworks: TensorFlow,
PyTorch,

e NLP Libraries: NLTK, Transformers, TextBlob,
Sentencepiece, Levenshtein, Phonetisaurus,

SymspellyPy, Fasttext, Hunspell

{MU}A (Graphic)

Figma, Sketch, Adobe XD, Draw.io
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m. R agiRMOIY (Security)

(3]

wine LUtﬁGIh UAION §hUtg‘ﬁ?9ﬁ
_ FortiGate, Cisco, Palo Alto, pfSense,
Firewall . )
iptables, Checkpoint
Intrusion
- Detection/Prevention | Snort, Suricata, OSSEC, Bro ( Zeek)
fgIRMAOULMEN
ve "= Systems (IDS/IPS)
(Network Security ) ; : .
VPN OpenVPN, WireGuard, Fortinet, Cisco
S
AnyConnect, SoftEther VPN
Content Delivery )
Cloudflare, Akamai
Network (CDN)
o . Kaspersky, McAfee, Bitdefender,
Antivirus/Anti- ) _
Symantec Endpoint Protection,
malware
a o - ClamAV, ESET, Trend Micro
nﬁ'gmmmumm :
] ] . _ CrowdStrike, Carbon Black,
( Endpoint Security ) Endpoint Detection ) )
SentinelOne, 0OSQuery, Trend Micro
and Response )
(EDR) XDR, Cortex XDR, FortiEDR, Kaspersky
EDR Optimun
Static Application
Security Testing | SonarQube, Checkmarx, Fortify,
(SAST)
Dynamic Application ) )
) ) OWASP ZAP, Burp Suite, App Spider,
- o Security Testing _
MIamOUng Arachni
(A If “t. S - ty) (DAST)
ication Securi
PP Software _
N WhiteSource, Snyk, Black Duck,
Composition
) OWASP Dependency-Check
Analysis
Web Application | AWS WAF, Cloudflare WAF, F5,
Firewalls (WAF) Imperva WAF
miatiAREEaIImAN SH CamDigiKey, AuthO, KeyCloak, Okta,
[ o @. Single Sign-On aney _ Y
MIGIUTUTM Azure AD, Onelogin
(Identity and Access Multi-Factor Google Authenticator, RSA SecurlD,
Management - IAM) Authentication FreeOTP, Cisco Duo




qUEs ¢. UigRignEnARIchimIY b
Phone
o Firebase, Twilio Authy
Authentication
Privileged Acces
Management CyberArk, BeyondTrust, Delinea
(PAM)

' Vulnerabili Nessus, OpenVAS, Nmap, Lynis, Bur
ﬁ]fLﬁULﬁhmn y _ P _ i P
Scanner suite, Acunetix

ﬂ']liﬁht'[ﬁ: . .
N Microsoft SCCM, Ivanti Patch
(Vulnerability ,
Patch Management | Management, ManageEngine Patch
Management)

Manager Plus

mifatERNAnSiimn
Sk (Agminn
( Security Information and

OSSEC, Wazuh, ELK Stack
(Elasticsearch, Logstash, Kibana),
Graylog, Splunk, IBM QRadar, ArcSight

Event Management - (Micro Focus), Azure Sentinal,
SIEM) LogRhythm, FortiSIEM

V) ﬁm f1, Orchestration,

wutiny Shmngwanu TheHive, Cortex, Shuffle, Wazuh,

( Security Orchestration, Splunk  Phantom, IBM Resilient,

Automation and Response
- SOAR)

FortiSOAR, LogRhythm SOAR

Threat Intelligence

MISP, Open Threat Exchange (OTX),
Yeti, Anomali ThreatStream, FireEye
Threat Intelligence, Palo Alto Networks
Auto Focus

MIFWRULYAING &
1masGU
(Incident Response &
Forensics)

Autopsy, Volatility, GRR, The Sleuth Kit,
CrodStrike Falcon Insight

MW ISRRAR
egiimn
( Security Awareness)

Phishing Simulation

GoPhish, PhishSim, King Phisher
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