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API
ASYCUDA
CamDX
CambDigiKey
CFRSMC
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COBIT
DEBC

DMFAS
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EFPC
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GDB
GDCE

GDDE
GDIA
GDICDM
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GDNT
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U sw’mgﬁﬁﬁmm (Application Programming Interface)
LUﬁg@wLUf§ﬁ§°é§w W (Automated System for Customs Data)
U fﬂig@gﬁtﬁ R (Cambodia Data Exchange)
jmmmgw'fmfgmrmmmrfﬁuusaﬁﬁmnam (Cambodia Digital Key )
Apn: ﬁ@ﬁ”‘liLﬂULﬂﬁ{pnSiﬁjjjﬁULUﬁnHm (Cambodia Food Reserve

System Management Commission )
ARN:AYMITAUARIYRMANEAYAYE (Commercial Gambling
Management Commission of Cambociia)

Control Objectives for Information and Related Technologies
ann:agimnugAy Shaifgddcn (Digital Economy and Business
Commlttee)

whsEUERianm Shimau Uinig (Debt Management and Financial
Analysis System) I

NG UGS SRS UA@IAN: (Digital Public Infrastructure )

fopansiugAg ShUlMia (Economics and Finance Institute)

ARN:ARRMBAUSIINOWINEAG SRUIMIR (Economic and Financial
Policy Committee) |

whsuigaignAan SUUMIATERUIINIAA@IAN: (Financial
Management Information System) ‘

HASIWANSSIA (General Department of Budget)

HaQ WAt SAW SHINAIAYR (General Department of Customs and
Excise) I

HASWARMSIVEAGERGN (General Department of Digital Economy )
HAIWAMSISAYIGAN (General Department of Internal Audit )
Hnmwnmsmmmnuhmsmn SUIAUAEROAN (General
Department of International Cooperation and Debt Management )
HEQUWAN SIM Wil mathwaniRiRHAIS]S (General
Department of Resettlement)

HASQIWA SIAAMINA (General Department of National Treasury )

HAQIWAN SIMUSIWNQIW (General Department of Policy )
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NSPC
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SARMIS

SERC

SNEC
SOC

HASIWAN SUIGATSN AR S{AU{ARUTIIRANMIAN: (General Department
ofPubm:FMandalManagaﬂentkﬁonnaﬂoﬁTéchnobgy)
HASIWARMSUGAYANMINN: (General Department of Public
Procurement)

HaQWASMAtIRAMNIE SURAES (General Department of Public
Private Partnership)

HESIWAR STIMIAI MU AIMYIE (General Department of Sub-
NaﬁonalAdnﬂnBﬂaﬁonIﬁnance)

Ha WA Sienuyin Shbanudsiusaniifiing (General Department
of State Property and Non-Tax Revenue)

HASIWARM SNSRI (General Department of Taxation )

H@ﬁm:;’ms (General Inspectorate Department)

Hgtmmﬁmi;’ms (General Secretariat)
ann:agimiasiminin e miIAUERUIIMITA@INN: (Steering
Committee of the Public Financial Management Re]zorm)

HatuaRMI s tliin8siusuImi (General Secretariat -
Non-Bank Financial Service Author;ty)

SWaAIMQNUIR AYR (Insurance Regulator of Cambodia)
LﬁHLﬁﬁ\]‘@ﬁﬁg (Leéal Council — Ministry of Economy and Finance)
ANNANRMITAROaMNIURAGAYM (National Committee of
Productive Economy of Cambodia) I

At AugmAGamU (National Payment Certification Agency )
LUﬁgUtgﬁ?Gﬁ ﬁﬁmsmﬁmhénpmﬁsfys fmﬂﬁﬁmg (Non-tax Revenue
Management Information System)

nuBANEARAMIURY (National Social Protection Council )
whsgudmiingmuuisuioaienGAms (Online Business
Registration)

SufaniningHosin WU (Real Estate Business and Pawnshop
Regulator) ‘
LUﬁgUtgﬁ?GﬁﬁﬁmSLﬁﬁLﬁhULﬁﬁﬂitﬁﬁngnLgnjﬁjﬁjﬁiﬁ ( State Asset
Register Management Information System)

§Lﬁﬁ'ﬁi&gmULﬁﬁ§£’n (Securities and Exchange Regulator of Cambodia)
ngmeULﬁﬁ\mﬁjéﬁg‘mﬁ (Supreme National Economic Council)
BRIYAN EULUﬁUﬁmmJ’SﬁJIZ (Security Operation Center)
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MmLULm aynighndgsw Samugdimes Dependencies Y Libraries figi{fl
fifly

o mnudisngil: pimsdnyiigdgoiaiiunssAigmsmansShm
e thiliwnSSamIMWipINBgR Yy oMty Reverse Engineer, Mi
nyowhdgSwisiaingil, mif Jaibreak Y Root ifiy

o RARSANS Lnﬁ’ RUUgMNGSHA tLULmmhmpumhssswmﬁmn 18l
mmﬁnigjnaf gidgoria shunfmaiimadsSwamfimudmsiafo

mulamoiios wginsanmndim:mafinat gS w9

MO
Bl
O an &,
nom
v

G. mﬁﬁtﬁm
Cimumian: il siplgmnismifinwisuigaionfsns yayl

b=1

Uemﬁnnﬁmamtpmmmwms Shmeymssigmniswisuigaiandam

iBdjRngi
‘1

n I

ARMIRAGO S LnTLmﬁﬁfﬂﬁJmﬁJmnSUtﬁﬂ mimsi§inagannnghtng
wlksamit2Rithimisaiah 106nnc8yw mﬁswmsezmits
ignie wyj ARt iathiih ﬁimsLnHLnﬁtumtmmnhminmﬁﬁm&gmmn

a

v (Bug) Suimaniuidmnfinauoinsmings (Codebase) 1BgiRRAULM

v
o

My mghimitinmsicansginagitig:

. MIFIRANNUNINAAYE HIOARSOMIGHSINEMAMIEUNUYIN (Modules) §i
yeiialiA (External Sewvice) msmaispidouidssw Shdanowaom
(Interfaces) tsﬂmsﬁm’fmm:@mémmmsmhqﬂ‘1 ingmuugeantaiygl 8k

venigudsipmien BgiRnfvgmanmnfonninnagasimionviiy Jaumo

1Sy 2iniv
. mufinaigasidmns iimiwaly gnminmn%mmm ;Uummmmﬁmn Static
341 Dynamic, MUEIRAIH)AGIU (Penetration Testing) SWAIMIANYATNN (Threat

Modeling )9 $§u1s: L@fﬁs‘ig‘fgﬁﬁgigmnmymms‘fgf mmf}fqﬁ ifugyismnismi
Binmghuchsibtanoammsmanwingm:  ShAgiAaidh  Afoomems
HSIYMYghthaiimn Shusyima

. Mn§in Load and Profiing & HSiamitdina iR syaifmandstamum i)
hwalgtinhimisuisiymungeanifiten Shaagad ifaunnnAnns Profiing
iigiAnnargIgnAN §m°m°meﬁmh@%’sﬁmfn imi, Uilsagmamudime
ESmS UM PSP shmmujm“g viansifimar
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QUGS M. ImuUmIAN i UmiHATYAYTE el

. 16y UXUI 2 hwalgushianngmifios ShéonswaaaaBime wlugmnak
mnfim e, momwiyn fhmadonprnnhywamicn smun g finava
invgiuegnfios  Shipougmmifims  iddimmiauy  Shmoimsst
mopuumyagimivagaiime Sammutanhmiiing

. mufinygigmiPmathl: OpUMELN UAT hwhlngmn
Uﬂﬁiﬂﬂﬁi SumigruslimAmAns istginnminmdsifmeghiagh
musiinuymuy, msmsmnLahmammﬁHanfmsm m Swigladathyein
whspuumumuiRimiing famifignuagaidmargsinumadmar

. minataumn

A. imuminhs ubpisuioaienddns yagll ldimonfinlaumn poumyalgimi
UNUHIAR

2. fghhs

. fﬁﬁﬂLﬁI Stateless ¢ UIRaSHUAS ﬁhﬁUij Stateless TRUMISSWH ﬂﬂj’ﬁﬁﬁm[‘nf
mmmnmwhmmshmsmﬁms MEARHAY NUAIGUIT{MAT, O SRR innimI
tmwhnﬂujttﬂUJHSLnanUth sSwig (SgSwipimsip Shiptiakisiaighinh )
mitGivuis: S minfiiniaumomsmantuin

. Syusagung: tLﬁmwﬁ§gmsa§n,mauﬁﬁmmwua’nawéhﬁwmﬁwﬁmﬁs°1 mi
ifimeuigisiiagw Aannmsiywihppisamitumenm eaniiu wigivh
ioAtIRAGOY  (Microservices) RUSIRNBauidimhhvnominfiinianumnis
M Giensuns yagiiamiguagaanms

,-4

. mitoguwAgigitheyh Container ¢ tARYTE ylun ﬁhqmgaﬁnqw%mmmmﬁ,
mnmsmhﬁmmmsLUh Container 1] 3jmimARdimamsmapuum i9:Fiis)
phufapsigm A mufivuis %m WA i

al

mwmumhmmummmusms g addime
A quaninmSwuidime:

. Nginxg SheunianiRupimsiiimahgsl fﬁmﬁwmﬁmhwﬁg muiw:mivhion
ﬂﬁﬁjmhmswmmmmmfusmmiLus URSAAYMAUSA (Load Balancing) Sk
fugm nungw ( Failover Capabilities )

. Dockers BauAINIRUEEIOSHIMOMEUMIURE SH{AlAR Containers T
RUSIUTAn St OUNg

. Kubemetess iffuipuaiwiidngismimadidimar, mudofinianumn Shmi
PURRUASIRUES Containers 9 NWIAG{ARASISInunEaianumn, mest
muPmuasmsuAvIhwipdgmn Shih: puwmnAsiggin[gimi«

9. MIANNARIAE U/UX
A imumInn: M3NSSImnnW{Bm (User-Friendly), ogUiFifimans
ShmnsmneAnm aptodsuigaisndans ynylid

aumin{fntanumnislinasonas
AIRRIRTY
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2. aghhs

o

ﬂJ&‘mnqﬁﬁmLULmﬁJ (Accessibility): HStamuaRmhisugmniRumoguighid-
(MRS (2. WCAG) ilgimthgrifimasissmoifmaiuisms
MORGNAISMUGS (Design Consistency): IRAAMNATNAGIN: UM MHNNU
‘Wﬁ‘GSﬁLUﬁSGﬁhHFU tfnmiLﬁLmﬁ}LUﬁSiGmﬁan Material Design U Bootstrap*
NE Hsimanmnnmhmmmmmmmmwwmnhmumtmmm SumnaoA
iS‘lnhLUﬂSﬂ i{J 2URIANE G Material Design Color Tool tuUJUtﬁn”ﬁiﬂﬂWﬂﬂfﬂ Giy:
(Cohesive Color Palette )

NYHAJ (Font)s iLUQUmUHnJI SuiosUBadh mq]mmmnmwwmnmmm
mymswsLnUtsgLUﬁﬁny Sunfngnnitumspuuaptianén ygmstadium
AR

¢Utmph s o wiiwavdhagimmvaigadime mgmanssivsfannitn
wsmMOIS WUERMSUISIGRUEUUIAGY IJ{M Fluid Grids 8% Media
Queries IR EIIAATEIUYR (Layout) (uumusuiisauniniigioRa

JUfinmi (Icon)s sf{mascsanuinmiidussmamang (Cohesive), ), wamdasn

UNSMIANGEY [RIMINUAMMANSITNUSIRUACIAD SUMSHAJINNG
sTn tEHjUtEsmnmwwmﬁﬁﬁﬁﬁmz{m

jumn: fimaumonsannmg IRunsmIANSGIMWRaAalg yuhimA
Bet peHamatumnpinsinopudiptafamanédn ilgimplidhim
MIGGAT (Less Click)3 U{YIURHGIUAY (Interaction) IURHANTIMEA WM
vgwissikismigs RugimildugonsAgmiginy 9 oguRumiagkia
SuisivyminiRuinwiynwe fgiudsudgmn ShmninmSauiganma
Wi JEmfmonsmMNnWiyn  aamiigosnsgimulivagaa  hw
GAMWARINAGHOURAY '

. qunnhingn Swuiiimeass

UserTesting? i Umipniphififiug Dianagaidim e

Hotjars aopntAnnadaih Shiw:inismigriglifimaiuagmifimes
Material Design: U{IUIMUMIANIANSIMIGNZjNSuRAmn
Bootstraps s UMNcagimuikiHpagandmes

Material Design Color Tool$ &S{NUMIUIRAMIANUNANG{E:Y

Google Fontss (iU AR YHAJT Web-Safe
Flaticonz &y UmIgigiBmajudnmih wiaAnig

Freepik/Adobe Stocks {U{UGIFITM UM NIRUNSAANM NG

fl. MIARNARIAEN APT

o~

n.

imuminhs ful, HAtg Shiapst APL wumyeansias Wdimansgimnd)ma,

momoafinms Samoinwiyupimidm e
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QUGS M. ImuUmIAN i UmiHATYAYTE g

ik
. ﬁﬁm 9l RESTIUI ¢ HSigmuimumiaN REST AmIUIRA API IROVING:GSMS
NSHRS WA tywEhmndimea HTTP Methods A REIOE

- mn§Aian: ishoussmigiay giniped apghdim o siuesianipgamo
’Wiszdﬁﬁm i) ahilismOsRn API mm&nsijmu wwnnhiaginsdmeas mi
maueAinniuis: motAislicd URT IS API UA mmsinﬁ Header 4

. hnnnionsi: wmsihnm:mmmmjmwmm APL hwifiomangin  §om
Swagger U Postman fifly tuﬁjmanﬁnfgjngfwmuwmﬂ APIs M SMW{HJ U

. nJSmntnm 22 tLt‘"Jme{ﬁnmmm'fﬁmmsms"wmﬁmé Suifivpiinumodami
e yengmnighy, siswnnios: magmmh%umm\;hn Suumspusiay
YW (2. Kebab-case U CamelCase) W{HIU{AU AP ETNE ifgjuiismngpaonas
Sinwiy it

. Whgany: mimi APLIWHTN O WEMIWhGaRYIRUTHY {6 OAuth U JWT
(JSON Web Tokens) thifig4 Tanjag#iiis: fumsigiagiimn siwwstiagandma
s ifmautinm:itumoguisndimansms APL MY

. mithanBagicssifiim: mithanBadssifime AP is: Sugwmim: API imi
i siiugidsiiudnng

. miLﬁﬁLﬁhts‘lmmmsu s putlasihtaRupoumlyws Aot aimusel
gandime mqjﬁhmum?gmsqﬂmmm WiwinwiyguaRMIE AN YUl
9129 MImwmAATUE AN URRINNSGNAML MEGWRLEARAI AR
mitn st §iG3jwas yrginuidmiy sy

¢. mithadmbimes Shise

A, imuminn: mossimmadifiimapavtwmns Shmdsapiguignion
AAwns ynyiiunuihwipdgmn muiw:miulioauiansuAig] (Development Environments)
i migaGa juns vTansuAianyll, uTansimaayll ShuTansifiimes

2. fghihs

. iRsmi ShmimnAnghinAiimess  Judsia smEnAgima shwugal
BamAamusywy, Sancitunashm, SSATE Qﬁmmqmmwim Qﬁmcﬁwés
LULﬁﬁﬂJﬂULU“I Lnimmmmmngmumms islghuians Stagging 3@ tQ AGHY)
qsgonas iBgimshmAnng Shyeiniigh mmmimsmgmimﬁ ‘

. ajwiuidny Shmimuthsmitatidhimis iLULmNgfngfuﬁjwwfﬁﬁulﬁﬁssﬁuﬁ“’m
Jenkins, GitHub Actions §% GitLab C/CD ifly il djuigumanitatsdhimiudgis:
amsinnwiyy swmavgwgifnwghitumoifians iBastifihwing
i fiS:aitiginsingiiE 6 Grafana, ELK Stack, New Relic, Datadog §3 Prometheus
midy ilgimuemhs gimiidhimuuapas, Shfugnasings iwiwmos gumsmigs
b nSyERE

S

403
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. M5 Container & mmwwiaammmmﬁﬁmmiwms minfnianumn Sams
LnULnﬁanuiuﬂiuiELﬂi”ﬁnﬁGLHﬁm Container Iuﬁjmmm”ﬁitLULmﬁjusmthMli
mﬁmvmmmsmmmn WIWRIIMIN Sy naiumLmULnUth wosivy
Container B1SE G Kubernetes, Docker Swam §# OpenShift fifiy

. MipU{pRATAN §ﬂmm[;qﬂsgﬁ%t@maﬁsjwﬁgmﬁmhﬁ‘m (56th Git) 1BEjpUERR
iS‘lmm‘“"LﬁfmeﬁfLU gy smiRiuIlmMIAANHIRH mq]mwwmnhmpgju
tmwimnhmmasmmmmaw shmwwmﬂamm EINE LnimswgmLmnh
*wmtamnsssw ShmiAnnaglg Hsmmmmmmgwmm wighiiagy
BidnimismiannginimishinumsugnamyiAaigiig

. ifmisel Shunggihipoi: ivsmaimamisAuishusl wupuaRmng
vgusmn, mIguEuAvataaaiamn, Samnddjudsuiaithhys Bg2juas

nsgimn Shagiimn
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BB ¢ BEEHSRRIHTIRDITES

9. Utgﬁ?sﬁgﬁ fULEﬂt'jmiﬁﬁf 2] (Development Tech Stack)
igAsnasiy (Server Side)s suiliiutgaien yauninhidusfma s
HAlUASTRANRIMW (Backend) 4
ignamgandimes (Client side)s asliduignien yauaianiRudima
aUHATUASIRAMYS (Frontend ), Agliigialg, ynylise Desktop

-.5

idnktasiy ignhgmdion
AUAS
E’ﬂ 5 Lﬁ 2 . Desktop
waugmi , , Mobile ,
Linux, Windows Web o (Windows,
( Platform / (Android/iOS) _
Linux, macOS)
0S)
, PowerShell,
o JavaScript, .
ﬁ‘]ifdﬁfdi'[fdtj Shell, Python, _ JavaScript, Shell,
e TypeScript, . .
(Scripting ) Ruby, Perl , Dart, Kotlin AppleScript,
VBScript
Python, Batch
MANFUTTEIT _
oy Java, JavaScript, , .
AYyin JavaScript, Java, Kotlin, C#, Java,
= C#, Python, PHP, , _
( Programming TypeScript Swift, Dart Python
Ruby, Go
Language)
PostgreSQL,
. a v MySQL, MongoDB, SQLite, MySQL,
UWNERSgSW Y 9 Core Data, Y
& Oracle, MS-SQL WebStorage _ PostgreSQL,
(Database) SQLite
Server, IBM DB2, MS-SQL Server
Redis
" e Node.js, Tomcat,
HISIY Jetty, WildFl
1 Sal e 5 | 5
ﬁJLB’]U‘ﬁUiﬁ _ Y
N GlassFish,
(Application .
Wapper service,
Server)
NSSM
Node.js, Nginx,
5] ﬁd{ Sty Apache, Tomcat,
ﬁILU]t'ﬁiU Jetty, WildFly, -
(Web Server) GlassFish,
Microsoft IIS,

nuganiyusayudsuigaienfdnspaytivgi Savinmia
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(#3]

Oracle Web Logic,
IBM PAW, Tomcat

Spring, .NET,
ExpressJS,

Angular]s,

.NET, Electron,

Tools)

NestJS, Django, Flutter,
Framework ReactJS, VuelS, _ JavaFX, Qt,
Flask, Laravel, React-native _
, NuxtJS, NextJS Avalonia
Koa.js, Ruby on
Rails, Node, Odoo
. pub, pod,
pip, mvn, Homebrew,
. CocoaPods,
ﬁ]iLﬁULﬁﬂ Composer, Nexus, , Chocolatey,
npm, Yarn, Bower | Gradle, Swift
Package Bundler, Conan, npm, Yarn,
_ Package
Jfrog Artifactory NuGet
Manager
QUAIAN Gradle, MSBuild,
o Maven, Gradle, Webpack, Gulp,
UHATY] , XCode, CMake, Xcode,
_ MSBuild, Rake Grunt, Parcel
(Build Tools) Carthage Gradle, Bazel
Rest-API, JSON,
Webservice / gRPC, Postman,
API Tools Swagger, CURL,
SOAP UI
Retrofit,
. Alamofire, _
_ _ PyJWT, Gson, jQuery, Bootstrap, , WinForms, GTK,
Libraries , Firebase,
Lodash, Requests Axios, Lodash _ Newtonsoft.Json
Glide, Realm,
Provider, Dio
OneSignal,
_ Nomsa.gov.kh,
SMS Provider -
Plasgate,
MekongSMS
QUAION _
: IntelliJ, VS Code, Xcode,
UMl _ ) , .
NS Eclipse, Spring IntelliJ, Netbeans, Andriod
A
Al Tool Suite, Maven, VS Code Studio, VS
( Development
Gradle, etc. Code




UiES ¢. uignignEnARIRhimI

@

aGm

V. vigalenIB U AUR Shmus (Operation/Monitoring Tech Stack )

Category

MIAU{ARAR (Source Control )

Tools & Technologies

GitHub, GitLab, Bitbucket, Subversion (SVN)

owEsthak
(Infrastructure as Code)

Terraform, Pulumi, Ansible, Vagrant

Automation & Configuration

Ansible, Chef, OpenStack, Puppet, Terraform, SaltStack,
Consul

Jenkins, GitHub Actions, GitLab CI/CD, Travis CI, CircleCI,

CI/CD _ _

Argo CD, Spinnaker, Helm, Maven, Git, JFrog
Container  Orchestration & | Docker, Kubernetes, OpenShift, Rancher, Nomad,
Management Portainer

" o _aa ] ] Proxmox, VMware vSphere, VirtualBox, Oracle OVM,
MRS SYH (Virtual Machines) _

s Nutanix AHV
mimyths, ﬁ]iﬁﬁmeIGm _ _

o ' ¢ e ELK Stack (Elasticsearch, Logstash, Kibana),
oy, mwminn Shimi _
- - ' ZooKeeper, Fluentd, Prometheus, Grafana, New Relic,
imﬁmiqthUmeu ]

0 _ ] Loggly, Sentry, Dynatrace, AppDynamics, Splunk,
(Monitoring, Logging, Reporting ,
] FortiSIEM, Panorama
& Log Analytics)
fIRmn, MIARNBHANENAN _ _
MEF's Security Operations Center (SoC), Web

ShHgINEMN

Application Firewall (WAF), Docker Image Scanner

( Security, Identity & )
] (Snyk, ...), Cloudflare, OpenVPN, HashiCorp Vault

Compliance)
MIAUTFR 2UIRINg _ _ o

] TheHive Project, OpsGenie, Jira, Clickup,
(Incident Management)
ﬁ'lﬁﬁt‘ﬁﬁg JUnit, JMeter, pytest, Mocha, Selenium, Cypress, TestNG,
(Testing) Cucumber, Postman, K6
mimyths A _ _

! Sentry, Firebase Crashlytics

(Error Tracking )
I;I‘ﬁﬁdf SSL Let's Encrypt, Certbot, DigiCert, Comodo SSL, GlobalSign,
(SSL Provider) SSL2buy, Entrust

Message Queue

Kafka, RabbitMQ, ActiveMQ, IBM MQ, TIBCO EMS

mILﬁﬁLﬁﬂﬁtLﬁlﬂ Sk2uninn
( Project Management & Tools)

Agile, Scrum and Kanban

Confluence, JIRA, ClickUp, Asana Notion, Trello
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GG

o (]

URINNNUF g S Wil
( Big Data Tools)

Apache Spark, Hadoop, Python, R, Apache Kafka, Apache
Flink, Dask

URIAN{AUARATAN
(Computer Version Tools)

OpenCV, TensorFlow, CUDA, MATLAB, DeepFace, YOLO,
Keras, ML Kit

UAINENGIEN AN(RY
FsSwugnauRgn
( Data Science / Al Tools)

TensorFlow, R, Pandas, NumPy, Keras, Scikit-learn,
PyTorch, MATLAB

o nuiwaymeanias
(Khmer NLP)

e Frameworks: Django, FastAPI, Flask,

e Servers (ASGI/WSGI): Uvicorn, Gunicorn,
Hypercorn,

¢ Machine Learning Frameworks: TensorFlow,
PyTorch,

e NLP Libraries: NLTK, Transformers, TextBlob,
Sentencepiece, Levenshtein, Phonetisaurus,

SymspellyPy, Fasttext, Hunspell

{MU)A (Graphic)

Figma, Sketch, Adobe XD, Draw.io
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G

m. sgRthagiimongy (Security)

N

uiAe I gk quAIAN Shuigaien
) FortiGate, Cisco, Palo Alto, pfSense,
Firewall _ .
iptables, Checkpoint
Intrusion
o Detection/Prevention | Snort, Suricata, OSSEC, Bro (Zeek)
fUinmnu mm
Te o Systems (IDS/IPS)
(Network Security) . . .
VPN OpenVPN, WireGuard, Fortinet, Cisco
S
AnyConnect, SoftEther VPN
Content Delivery .
Cloudflare, Akamai
Network (CDN)
o _ Kaspersky, McAfee,  Bitdefender,
Antivirus/Anti- ) )
Symantec Endpoint Protection,
malware
o o ¢ ClamAV, ESET, Trend Micro
ﬁﬁgmmmwﬁmn :
] ) _ _ CrowdStrike, Carbon Black,
( Endpoint Security ) Endpoint Detection ) ,
SentinelOne, 0OSQuery, Trend Micro
and Response )
(EDR) XDR, Cortex XDR, FortiEDR, Kaspersky
EDR Optimun
Static Application
Security Testing | SonarQube, Checkmarx, Fortify,
(SAST)
Dynamic Application , ,
, , OWASP ZAP, Burp Suite, App Spider,
a ° Security Testing _
iamnung Arachni
o - (DAST)
(Application Security )
Software _
N WhiteSource, Snyk, Black Duck,
Composition
, OWASP Dependency-Check
Analysis
Web Application | AWS WAF, Cloudflare WAF, F5,
Firewalls (WAF) Imperva WAF
miaviAREAaAIMAN Sk CamDigiKey, AuthO, KeyCloak, Okta,
[l ™ ot "I’n. Single Sign-On giney . Y
MIGUTU{ Azure AD, OnelLogin
(Identity and Access Multi-Factor Google Authenticator, RSA SecurlD,
Management - IAM) Authentication FreeOTP, Cisco Duo
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Phone _ -
o Firebase, Twilio Authy
Authentication
Privileged Acces
Management CyberArk, BeyondTrust, Delinea
(PAM)

' Vulnerabilit Nessus, OpenVAS, Nmap, Lynis, Bur
mILﬁULﬁhmn 4 , P , i P
Scanner suite, Acunetix

ﬁ'lliﬁht[ﬁu - ,
- Microsoft ~ SCCM, Ivanti Patch
(Vulnerability _
Patch Management | Management, ManageEngine Patch
Management)

Manager Plus

MIEURR RS AIRMN
S (P@minn
('Security Information and

OSSEC, Wazuh, ELK Stack
(Elasticsearch, Logstash, Kibana),
Graylog, Splunk, IBM QRadar, ArcSight

Automation and Response
- SOAR)

Event Management - (Micro  Focus), Azure Sentinal,
SIEM) LogRhythm, FortiSIEM

fqiﬁ“m {1, Orchestration,

fwpifng Shmngwasu TheHive, Cortex, Shuffle, Wazuh,

('Security Orchestration, Splunk Phantom, IBM Resilient,

FortiSOAR, LogRhythm SOAR

Threat Intelligence

MISP, Open Threat Exchange (OTX),
Yeti, Anomali ThreatStream, FireEye
Threat Intelligence, Palo Alto Networks
Auto Focus

MBFWALSYRING &
imaRGw
(Incident Response &
Forensics)

Autopsy, Volatility, GRR, The Sleuth Kit,
CrodStrike Falcon Insight

MR
sgiamn
('Security Awareness)

Phishing Simulation

GoPhish, PhishSim, King Phisher




Ul o iRsminsiailmiuAud, (avpk Suudigudsuignienifms ciel

DBHLE & (ISSRUUSSHBMNPHSE, (HOIHS SouHsYBaA
sigHSaRasme
.1 HAMN iRsmiruAygmon
whvh §thﬁLﬁﬁLUﬁSLﬁﬁLﬁﬁHL§ Shyaln
WAvA SUpLERUASRUERE YR annian
9 | Hgnuiimigs QRN JERUASRURWNSWE
WAUE SHAEVEWVNICUESUAMMEMY, Y-
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wAUR Sh{pt{pkwds PIP DBMS
m | HaswwAtSeim ugif{me FMIS f{nomnnipafSajsim
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- = wavh SupvpRugunudgsSw
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N o N Registration, Tendering S# Contract Management,
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SHUAS e-GP (EAUTIMMIALRY SHUAUAUAS
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Uil o iRsminsiailmiuAud, (av(ak ShuAlgjuisuigaiendanm od
o HE QWA SUIINIG ubHAIgUASUIGR N A ST UMITAUTRRMI
HONAMEHE Siunaanminn: Bunfmasimigaudamema
. WwAvE ShiptpaudsiAtphminHAMAgUINIa
90 | HEAMINS e , '
“ b ( Financial Information Database System)
HASWWANS ALN- [UAURIUNS DMFAS SHIUAS[AVANGSSWAIA
99 | [UAURMIHGITA S} (Project Portfolio Database Management System -
[AUAERGMU PPDMS)
HEUWARN SIS W

ubHAIgUASUIGR NG AN ST B[R AR MINI

91 | Bt an ST o &
o < i ppnwiul: muhwanimpiadig)s
ARHAT]S
oq |FASWARSMAM ubnAiguisuigRignGAm S UAARMI
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